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Abstract— Discovering properties of the Internet topology
is important for evaluating performance of various network
protocols and applications. The discovery of power-laws and
the application of spectral analysis to the Internet topology
data indicate a complex behavior of the underlying network
infrastructure that carries a variety of the Internet application s.
In this paper, we present analysis of datasets collected from
the Route Views project. The analysis of collected data shows
certain historical trends in the development of the Internet
topology. While values of various power-laws exponents have not
substantially changed over the recent years, spectral analysis of
the normalized Laplacian matrix of the associated graphs reveals
notable changes in the clustering of Autonomous System (AS)
nodes and their connectivity.

I. I NTRODUCTION

Certain characteristics of the Internet topology remain un-
changed in spite of its exponential growth. Analyzing the In-
ternet topology and finding properties of associated graphsrely
on mining data and capturing information about Autonomous
Systems (ASes) [1]. In this paper, we examine datasets from
the Route Views project at the University of Oregon [2]. These
datasets are collected from Border Gateway Protocols (BGP)
routing tables and have been extensively used by the research
community [3]–[8].

Analyzing the Internet topology using randomly generated
graphs, where routers are represented by vertices and trans-
mission lines by edges, has been widely replaced by exploring
properties of the Internet topology on AS-level [4]. Datasets
collected from BGP routing tables indicate that the Internet
topology is characterized by the presence of various power-
laws observed when considering a node degree vs. node rank,
a node degree frequency vs. degree, and a number of nodes
within a number of hops vs. number of hops [3], [7].

Power-laws also appear in the eigenvalues of the adjacency
matrix and the normalized Laplacian matrix vs. the order
of the eigenvalues. Eigenvalues associated with a network
graph are closely related to its topological characteristics
such as the number of edges, spanning trees, and connected
components, the diameter of the network, presence of cohesive
clusters, long paths and bottlenecks, and the randomness of
the network graph. The normalized Laplacian spectrum of the
Internet topology on AS level shows invariance regardless of
the exponential growth of the Internet [8]. The eigenvectors
corresponding to the largest eigenvalues of the Laplacian
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matrix can also be used to find clusters of ASes with certain
characteristics [9]. Datasets from Route Views have been
analyzed using spectral analysis in order to find distinct
clustering features of the Internet AS nodes [10].

The existence of power-laws in the Internet topology indi-
cates highly skewed distributions of various topology prop-
erties measured by power-law exponents [3], [7]. Some of
these conclusions were subsequently revised by considering a
more complete AS-level representation of the Internet topol-
ogy [5], [6]. Early research reports showed that power-laws
are only consistent with maps of ASes from the Route Views
datasets [2] and are inconsistent when analyzing extended
maps that have a more complete view of AS connections.
These extended maps have heavy tailed or highly variable
degree distributions and only the distribution tales have the
power-law property.

Graph topologies similar to the Internet topology were
generated using various power-laws and distributions of node
degrees [11]. Other graph properties causing power-laws, such
as preferential connectivity of a new node to existing nodes,
incremental growth of the network, distribution of nodes in
space, and locality of edge connection, have been exploited
to generate synthetic Internet topologies [12]. Preferential
connectivity and incremental growth are main parameters in
generating Internet-like topologies. Comparing graphs with
the power-law degree distribution that are created by topol-
ogy generators with the Internet AS graph, relies on the
interconnection structure of the Internet AS graph [13]. The
underlying structure of power-law topologies was also applied
in developing graph layout algorithms for visualizing large
networks such as the Internet.

The paper is organized as follows: We provide a brief
survey of the Internet topology research in Section 1. Spectral
analysis and power laws are introduced in Section 2. Analysis
of Internet data is presented in Sections 3 and 4. We conclude
with Section 5.

II. SPECTRUM OF AGRAPH AND POWER-LAWS

An Internet AS graph G represents a set of ASes connected
via logical links. The number of edges incident to a node in
an undirected graph is called the degree of the node. Two
nodes are called adjacent if they are connected by a link. The
network can be represented by the adjacency matrix A(G):

A(i, j) =

{

1 if i and j are connected
0 otherwise
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Fig. 1. Route Views 2003 (top) and 2008 (bottom) datasets: Thenode degree
power-law exponents R are –0.7326 and –0.7712 for 2003 and 2008 datasets,
respectively. The correlation coefficients are 0.9661 for 2003 (top) and 0.9686
for 2008 (bottom) datasets.

A diagonal matrix D(G) associated with A(G), with row-
sums of A(G) as the diagonal elements, indicates the connec-
tivity degree of each node. The Laplacian matrix is defined
as L(G) = D(G) – A(G). The eigenvalues of L(G) are closely
related to certain graph invariants. For example, the spectrum
of L(G) is the collection of all eigenvalues and contains 0 for
every connected graph component.

The normalized Laplacian matrix NL(G) of a graph is
defined as:

NL(i, j) =







1 if i = j anddi 6= 0
−1/

√

didj if i and j are adjacent
0 otherwise

where di and djare degrees of nodesi and j, respectively.
Various power-laws may be associated with graph proper-

ties [3], [5]. Node degree vs. rank, frequency of node degree
vs. node degree, and eigenvalues vs. index are calculated and
plotted on a log-log scale. Linear regression of the analyzed
data is used to determine the correlation coefficient between
the regression line and the plotted data. A high correlation
coefficient between the regression line and the plotted data
indicates the existence of a power-law, which implies that node
degree, frequency of node degree, and eigenvalues follow a
power-law dependency on the rank, node degree, and index,
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Fig. 2. Route Views 2003 (top) and 2008 (bottom) datasets: TheCCDF
power-law exponents D are –1.2519 and –1.3696 for 2003 and 2008 datasets,
respectively. The correlation coefficients are 0.9810 for 2003 (top) and 0.9626
for 2008 (bottom) datasets.

respectively. The power-law exponents are calculated fromthe
linear regression lines10(a)x(b), with segmenta and slopeb
when plotted on a log-log scale.

III. POWER-LAWS AND THE INTERNET TOPOLOGY

We have compared various graph properties from the Route
Views datasets collected over the period of five years, from
2003 to 2008. The BGP routing tables are collected from
multiple geographically distributed BGP Cisco routers and
Zebra servers. Analyzed datasets were collected at 00:00 am
on July 31, 2003 and at 00:00 am on July 31, 2008 [2].

We observe the dependence between the node degree and
the rank of each node. The graph nodesv are sorted in
descending order based on their degreesdv and are indexed
with a sequence of numbers indicating their ranksrv. The
(rv, dv) pairs are plotted on the log-log scale. The power-law
implies dv ∝ rR

v , wherev is the node number andR is the
node degree power-law exponent. Node degrees in decreasing
order vs. the rank, plotted on a log-log scale, are shown in
Fig. 1. The complementary cumulative distribution function
(CCDF)Dd of a node degreed is equal to the number of nodes
having degree less than or equal tod, divided by the number
of nodes. The power-law implies thatDd ∝ dD, whereD is
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Fig. 3. Route Views 2003 (top) and 2008 (bottom) datasets: Theeigenvalue
power-law exponentsε are –0.5173 and –0.4850 for 2003 and 2008 datasets,
respectively. The correlation coefficients are 0.9990 for 2003 (top) and 0.9882
for 2008 (bottom) datasets.

the CCDF power-law exponent. The CCDFs of node degrees,
plotted on log-log scale, are shown in Fig. 2.

The eigenvaluesλai and λLi of the adjacency matrix and
the normalized Laplacian matrix are sorted in decreasing order
and plotted vs. the associated increasing sequence of numbers
i representing the order of the eigenvalue. Power-laws for the
adjacency matrix and the normalized Laplacian matrix imply
λai ∝ iε andλLi ∝ iL, respectively, whereε and L are their
respective eigenvalue power-law exponents. The dependence
between the graph eigenvalues and the eigenvalue index is
shown in Fig. 3. Plotted on a log-log scale are eigenvalues of
a graph matrix in decreasing order. Only the 150 largest eigen-
values are plotted. The newly observed dependence between
the eigenvalues of the normalized Laplacian matrix and the
eigenvalue index is shown in Fig. 4. The analysis indicates
that in spite of the Internet growth, increasing number of
users, and the deployment of new network elements, power-
law exponents have not changed substantially.

IV. SPECTRAL ANALYSIS OF THE INTERNET GRAPH

AS numbers range from 0 to 65,535 [1]. Most existing ASes
are assigned by regional Internet Assigned Numbers Authority
(IANA) registries. The remaining AS numbers are designated
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Fig. 4. Route Views 2003 (top) and 2008 (bottom) datasets: Theeigenvalue
power-law exponents L are –0.0197 and –0.0176 for 2003 and 2008 datasets,
respectively. The correlation coefficients are 0.9564 for 2003 (top) and 0.9783
for 2008 (bottom) datasets.

by IANA for private use. Certain AS numbers are reserved and
do not appear in the Internet graph. In the spectral analysis,
we only include the assigned and designated ASes.

We calculate the second smallest and the largest eigenvalues
and associated eigenvectors of normalized Laplacian matrix
for each Route Views dataset. Each element of an eigenvector
is associated with the AS having the same index. ASes are
sorted in the ascending order based on the eigenvector values
and the sorted AS vector is then indexed. The connectivity
status is equal to 1 if the AS is connected to another AS
or zero if the AS is isolated or is absent from the rout-
ing table. The second smallest eigenvalue, called “algebraic
connectivity” [14], [15] of a normalized Laplacian matrix,is
related to the connectivity characteristic of the graph. Elements
of the eigenvector corresponding to the largest eigenvalue
of the normalized Laplacian matrix tend to be positioned
close to each other if they correspond to AS nodes with
similar connectivity patterns constituting clusters [9].The
connectivity status based on the second smallest and the largest
eigenvalues of the normalized Laplacian matrix is shown in
Fig. 5 and Fig. 6, respectively. The spectral graphs indicate
visible changes in the clustering of AS nodes and the AS
connectivity over the period of five years.
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Fig. 5. Route Views 2003 (top) and 2008 (bottom) datasets: Spectral views
of the AS connectivity based on the second smallest eigenvalue.

V. CONCLUSIONS

We have evaluated collected data from the Route Views
project and have confirmed the presence of power-laws in
graphs capturing the AS-level Internet topology. The analysis
captured historical trends in the development of the Internet
topology over the past five years. While various power-law
exponents associated with the Internet topology have remained
similar, indicating that the power-laws do not capture every
property of a graph and are only one measure used to charac-
terize the Internet, spectral analysis based on the normalized
Laplacian matrix indicated visible changes in the clustering of
AS nodes and the AS connectivity.
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