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Introduction

® 546 people get locked out every hour [1]
® Goal: Prevent vehicle lock-out

® Three steps:

e Sense key inside car

e Alert user

» Unlock door (if needed)






User Interface






Market

® Target :
e Old model cars (manual key and lock)

* new model car ( remote control power door
lock but not remote keyless system)



Market

® Size of Market: Over 83% !!!
® Market Lifetime: 5 years

Figure 3.4 Age distribution of light vehicles,

2007

ess 1T%

5 years 23%

‘ b D woare DT% e

Age distribution of vehicles

(Reference: “Canadian Vehicle Survey 2007 Summary Re
Canada. [Online]. Available: http://oee.nrcan.



Existing Solutions

® Metal rod

@ Calling a locksmith
@ Taplock finger tap keyless entry system [1]
® OnStar Services [2]



Motivation

@ Design a vehicle lock out system which
has the functionality of:

e Saving time

e Security

e Low cost

e Easy operation



System Overview

® Software
e Microcontroller
e RFID transceivers and tags

® Haraware

e Unlocking mechanism

* Sensors

e Buzzer

e Low battery circuit detector




Microcontroller Unit
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@ Arduino microcontroller
board based on .
ATmega328 . [HEEER
® Arduino software (C-like) |
programming '
® Many examples online - —ég vos.arduinoce o
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(Reference: Arduino, "Arduino Duemila
Feb. 5, 2010. [Online]. Available:

http://www.arduino.cc/en/Main/Arduino
Duemilanove [Accessed: Feb. 14, 20



Microcontroller tasks

® Status of door sensors
* OR gate triggers interrupt

@® Powers up RFID transceivers
® Listens to the transceivers

® Sets buzzer off

® Status of door lock sensors
@ Signals actuator

® Software reset
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Arduino Software

Include libraries

Declare variables and pin
names

Setup() — assign inputs and
outputs

Loop() — body of the code
and keeps looping
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Fil it Sketch Tools Help

woid loop () { :;,

if {doorInterruptlccured > 0){ /4 this means the doors have been o

doorInterruptlOccured = 0;
doorSensorsi); // check if doors were opened and c
conditionl = 1; // condition to control what happen
if(conditionl > 0){
rfDetect(); // function that searches for RF tag
) i
if(conditionl > 0){ —
if (rfidInput[0] == 1 || rfidInput[l] == 1){ A/ run if a tag is detected
doorlockSensors(). // function that checks if doors ar
}
}
}
}
//FUNCTIONS

£/ 1) isrl() - Interrupt Service Routine function

woid isrl(){
if(digitalRead{buzzerPin) == HIGH) {
digitalWUrite (buzzerPin,LOW) ;
i

static unsigned long last_interrupt time = 0;

& [ l




Arduino functions

@ Isrl()

® doorSensors()

@ unlocking()

@ rfDetect()

® doorLockSensors()



Programming Issues

® Bouncy signals

® Solution:

* Debounce by adding delays and checking
conditions

 Filter out noise by adding capacitors



RFID transcelvers and tags

® Texas Instruments eZ430-RF2500
® IAR Embedded Workbench

® C++ coding

® MSP430F2274 — MCU chip

® CC2500 - radio chip



RFID transceivers and tags coding

® Transcelvers — Access Point
e One front and one back transceiver
* Recelves signal strength from tag

@ Tags — End Device
e Connects to one transceiver




Unlocking mechanism

® Only used when all doors locked
® Power door-lock actuator
@ Controlled by H-bridge



Sensors

® Car door sensors

e Push buttons
e Purpose: Checks if door is open or closed
e Placement: Door frames

® Car lock sensors
e Push buttons
e Purpose: Check if door is locked

* Placement: Clamped around unlocking
mechanism




Buzzer

® Send an audio signal to user when key
IS detected Inside the car
® Turns off:

e reset button pressed
e door opened

® Not to exceed 85 dBA



Low battery circuit detector

® Checks for battery level < 5V
® Connected to MCU power
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(Reference: Charles Wenzel, "Flasher Circuits®, [Online]. Available:
electronics/flasher.html [Accessed: Apr 10, 2010].)



Budget

Component Estimated Costs Actual Costs
Microcontroller $12 S37
RFID transceiver $518 S57
RFID tags S6 S50
RFID USB debugger - Borrowed
Actuator 515 S30
Car door S50 S20
Car lock SO
Miscellaneous $10 $151
Total $611 $345

® Actual system unit cost: $227

@ UNDER BUDGET ©




Timeline

January Feburary | March Apd
D TaskMName Sl Frsh | Dualon (404 1017 1800 2501 010U/0801 1501 2204 0103 10803 150372203 2803 15041204 11504/ 2500
1 Research MO12010 2006200 T ‘
¢ ESSS Funding GO0 130010 7 e—
3 Proposal | 101200 1012010 7| e
4 Funcion Spechcalion 1012010 ommo\ B ——
5 Oral Progyess Repors 01022010 1200200 1) —
b Design Specokeadon A0000 BN 1 —
7 Winlen Process Repod G020 Z206A10 N e
8 Unlockng Mechnicm Euld 18012010 3000 13 e
3 Camgonenls Orderng 1012010 om0 ) —_—
10 RFID and micoconolies lesing 01022010 14032010, 4] = ———————
11 kbegraonProkohpe fesing 5020 20300 13 e
12 DeuggngProohpe odicaton | 20030010 130400 15 =
14 Proosss Repodt 05042010 mvmo; 4|

® ON TIME ©




Demo

@ Case 1: Driver leaves car
e Keys inside the car
e Main door opened+locked+closed
e Output:
o Buzzer goes off within 5 sec
o Main door unlocks almost immediately
@ Case 2: Driver enters car
e Keys inside the car
e Door opened+closed and user hits reset
e Output:
o Nothing if reset was pressed before b



Demo

@ Case 3: Driver & passengers exit car
e Keys outside the car
e Main door opened
e Secondary door opened
e Main door closed
e Secondary door closed
e Qutput:
o Nothing since keys are out of range



Demo

@ Case 4: Delayed door locking
e Keys inside the car
e Secondary door opened+closed
» Door locked automatically after 1min
e Qutput:
o Buzzer goes off within 5 sec
o Main door unlocks the moment all doors lock



Demo

@ Case 5: Driver leaves passenger In
car
e Keys inside the car
e Main door opened+closed
e Secondary door unlocked
e Qutput:
o Buzzer goes off within 5sec
o Buzzer turns off when main door opens



Demo

® Case 6. Keys Iin the back

e Keys left on the backseat

e Qutput:

o The rear transceiver should detect the tag

® Case 7: Someone else’s keys

e Unauthorized tag inside the car

e Qutput:
o Nothing should happen



Demo

@ Case 8. Low battery tag
e Tag low on battery
e Qutput:
o Red LED flashes
@ Case 9: Low battery MCU
e Microcontroller unit low on battery
e Qutput:
o Red LED starts flashing
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Conclusion

® Vehicle Lock-Out Prevention System solution
® VLOPS components

® Budget and project timeline

® Product Demonstration
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