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Executive Summary

In the modern world businesses must move quickly if they want to get an edge or keep
up with the competition. Loyalty programs show no signs of slowing down. “The multi-
billion-dollar business is just as popular as ever with Canadian consumers and
companies alike” [1]. However, most businesses don’t have a loyalty program of their
own. A common setback that prevents a business from implementing their own digital
loyalty system is the cost.

Hiring a development agency or freelancers to build a custom app can reach $100,000
[2] plus maintenance costs. This results in owners either opting out of offering a loyalty
program or reverting to physical card with special stamps. To help smaller Canadian
businesses keep up with larger corporations we have designed an end-to-end solution -
RewardWallet. This easy to use solution will not require any maintenance or technical
knowledge as it will all be covered under the businesses’ monthly subscription fee.

The development of the RewardWallet system will be split into three subsystems. Each
will have completed with unit testing before system wide integration testing takes place.
The three subsystems are:

e Embedded System (RewardBeamer)
e Cloud Server and API
e Native iOS application

During the first phase of development the minimum operational requirements will be
implemented. These requirements, detailed later in this document, will form the bedrock
of the systems architecture and allow for future features and advancements to be built
on top of it. The 10-week development cycle will conclude with an operational prototype
that can process a transaction for a businesses and correctly allocating reward points to
the user’s account.

After the prototype is developed the system can be modelled to businesses where
further market research can take place to determine if there are any must-have features
that should be implemented. The second phase of development is where these
requested features will be added along with a set of features currently being planned, to
have a competitive edge over the competition. These features and the design of the
system will conform to any pertinent standards or guidelines set by the industry.
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2 INTRODUCTION

RewardWallet is a system that keeps track of transactions users make at a business to
allocate rewards to a customer’s profile based on how the business customizes their
distribution model. Each customer will have a unique digital card for each business
which stores the reward points. By creating the hardware needed by a business, a
mobile app for the user and a cloud system to bring it all together, RewardWallet gives
business owners an end-to-end solution for adding a customizable digital loyalty system
to their store. The requirements for RewardWallet, as previously proposed, are detailed
in this functional specification document.

2.1 ScoPE

This document outlines the functional specifications to the components that make up
the RewardWallet system. The specifications go as far as to outline the base
architecture of the system that will be captured in the initial development phase as a
prototype. The listed requirements will later drive future improvements that can be made
possible for the production model.

2.2 INTENDED AUDIENCE

This functional specification was written with the intent of being read by all members of
RewardWallet. Product Managers will be able to use these specifications as a reference
to the overall progress made by the developers. Test Engineers will be use them when
defining test cases to ensure each subsystem meets reliability and performance
requirements. Designers can use these specifications to gauge a sense of how data will
flow between systems and how the user interface should be designed around that.
Lastly, business owners can refer to this document as an aid should they ever need it.

2.3 CLASSIFICATION
Throughout this document, the following convention will be used to denote a functional
requirement:

[R-n]p

Where n is the numerical representation of said requirement and p is the priority level of
the requirement. The priority levels are:

I.  Required for core architecture; modeled in the prototyped scheduled for April
2018
[I.  Required for production; modeled in the pre-production model scheduled for
August 2018
1. Required for post-production feature add-ons as software updates
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3 SYSTEM REQUIREMENTS

General requirements for how the different layers of the system, such as the POS Add-
On, cloud server and mobile app, should operate in parallel to complete the design.

3.1 SYSTEM OVERVIEW

NGNIX Web
Server

Apple Push
Services

Cloud System | Y
-

RewardWallet » | MongoDB
API 7| Database

Y

Business
A's POS > RewardBeamer { NFC >

Business
B|.||S|P°S —> | RewardBeamer { NFC > >

RewardWallet System Mobile

]
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C‘:sIPOS g RewardBeamer@ >
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Figure 1: High Level RewardWallet System Model

Each sub component will need to be developed and tested to complete a working
prototype of the design. Due to time constraints and available funding, efforts will be
prioritized on establishing the core architecture of the systems requirements detailed in
the next sections. Once the necessary protocols are in place with the prototype future
work could be done on each sub component to increase features, usability and
performance.

Reliable and secure communication between the subcomponents is essential and a top
priority. Transaction records, personal data and reward point balance integrity is
sensitive data which should not, under any circumstance, be viewed or edited by a third
party. If the system were to become compromise it would put businesses at risk to
redeem points that were not obtained legitimately. Customer transaction data could also
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be used maliciously if ever in the wrong hands. These concerns require that appropriate
protocols be put in place to protect RewardWallet, the businesses and the customers.

Most importantly, the system should be dynamic and scalable to any business. To make
this reliable a plethora of unit tests need to be written for each module. This modularity
of the system makes it easier to test and isolate issues while also giving RewardWallet
a competitive edge over its competitors.

3.2 GENERAL REQUIREMENTS

[R3.2.1-i] Each subcomponent must be developed as a “black box” that can be tested
independently from the overall system.

[R3.2.2-i] The monthly operational cost of the system shall remain under $20 per 1000 daily
active users.

[R3.2.3-iii] The system must be able to integrate with an existing POS system.

[R3.2.4-ii] The system shall be compatible with any mobile phone that has NFC.

3.3 STANDARDS
[R3.3.1-i] Data transfer between sub components shall conform to RESTful design.
[R3.3.2-i] Data transfer between sub components shall be encrypted to preserve its integrity.

[R3.3.3-i] NFC shall conform to the ISO/IEC 18000-3 standards at 13.56MHz.
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4 EMBEDDED POS ADD-ON REQUIREMENTS

These are the requirements of the embedded system, herby named RewardBeamer,
that will serve as an add-on to a business’s existing POS landscape. By having a small
device that can accept HTTP POST requests from the POS system it can act as a
bridge between a business and RewardWallet’s cloud server. RewardBeamer will be
built on a Raspberry Pi microcontroller as a system that can perform network requests
is required.

4.1 SYSTEM OVERVIEW

At the high level, the RewardBeamer is a finite state machine that can be triggered to
request a reward be allocated to the customer based on the businesses distribution
model.

Requesting
Transaction
Record from
Server
LED Orange

[On Success])

[On Input]
[On Error]

[Entry]

—_ Wait‘ for POS
input

Activate NFC.
Wait for QR
Code Scan

[On No QR Code
Scanned]

LED RED
[On Error]

S
Request

to Server to
[On Success) Assign Record
to User

Scanned]

Figure 2: High Level RewardBeamer System Model

This model shows that if a user does not have a phone with NFC it can alternatively
allocate rewards through the use of a QR code. While we have thought through the
design on how this would work, due to time constraints it will not be implemented as a
feature in the prototype.
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4.2 GENERAL REQUIREMENTS
[R4.2.1-i] The device shall be able to receive a POST message to initiate a transaction.
[R4.2.2-i] The device shall be able to transmit records to a receiving mobile phone through NFC.

[R4.2.3-ii] The device shall be able to retrieve records from a sending phone through a QR code
scan.

[R4.2.4-ii] The device shall have a manufacturing cost of less than $50.

[R4.2.5-i] The device shall be powered through micro USB, allowing for portability with batteries.
[R4.2.6-i] The device must consume a 5V power supply to operate.

[R4.2.7-ii] The device shall have an LED light to indicate states.

[R4.2.8-i] The device shall be programmed on a Raspberry Pi board.

[R4.2.9-i] The device must not be become stuck in a particular state or loop.

[R4.2.10-i] The device shall have a codebase written primarily in Python and JavaScript.

[R4.2.11-i] The device must not incorrectly allocate rewards.

4.3 SECURITY REQUIREMENTS
[R4.3.1-ii] The device shall take precautions to prevent fraud.
[R4.3.2-ii] The device must be able to prevent unauthorized access.

[R4.3.3-i] The device must be able to connect to the cloud server securely.

4.4 STANDARDS
[R4.4.1-i] The device will comply with IEEE 802.11 b/g/n wireless LAN standards.

[R4.4.2-i] The device will support Bluetooth 4.1 and Bluetooth Low Energy (BLE).

4.5 RELIABILITY REQUIREMENTS
[R4.5.1-i] The device must be able to resume operation in the event of a failure.

[R4.5.2-i] The device must be able to operate continuously for up to 24 hours.

4.6 PERFORMANCE REQUIREMENTS
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[R4.6.1-i] The device shall be able to process one transaction at a time.

[R4.6.2-i] The device shall operate and perform in real time.

[R4.6.3-i] The device must timeout after 20 seconds after beginning a NFC record transfer.

4.7 UsABILITY REQUIREMENTS
[R4.7.1-ii] The device must be easy to set up to begin operation.

[R4.7.2-ii] Once set up, the device shall only need to be given a power source to resume
operations under the same configuration.

[R4.7.3-i] The device shall require a data network in to operate and make HTTP requests.

[R4.7.4-ii] The device will be configurable over a local network.

10
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5 CLOUD SERVER REQUIREMENTS

5.1 SYSTEM OVERVIEW

The Cloud Server manages shared resources between the Embedded System and the
IOS application. It services requests sent by the Embedded System and respond upon
completion [8]. Figure 3 shows the architecture of the Cloud Server with respect to other
components within the system. Various business clients with their own business models
will send their requests to the server. Then, the server will respond by executing those
requests based on the unique business models. Appropriate amounts of rewards points
are then allocated to customers.

List of different
business distribution

models.

= API
e = — ]

Reward Beamer from Business A

Allocate points

Fetched unique
model for the
particular
[:> business |:’>

Reward Beamer from Business B Y,

(« %D

Figure 3: Cloud Server architecture

5.2 GENERAL REQUIREMENTS

[R5.2.1-i] The Cloud shall be able to receive and handle requests from phones and Embedded
Systems.

[R5.2.2-iii]The Cloud enables business clients to manipulate their customers’ data.
[R5.2.3-i] The Cloud allows customers to redeem their rewards collected at different vendors.
[R5.2.4-i] The Cloud is integrated with MongoDB Database for storing client data.

[R5.2.5-i] The Could shall be able to store transaction records sent from the Embedded System.

11
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[R5.2.6-i] The Cloud shall be able to distribute the appropriate rewards to customers following a
successful transaction.

[R5.2.7-i] The Cloud services requests via the RewardWallet API.

5.3 SECURITY REQUIREMENTS
[R5.3.1-iii] The Cloud implements different access permissions for different users.
[R5.3.2-i] The Cloud requires user authentication upon attempted access.

[R5.3.3-i] The Cloud shall be able to control access through configurable security controls.

5.4 RELIABILITY REQUIREMENTS

[R5.4.1-i] The Cloud shall only complete the allocation of customer rewards upon matched
transaction records.

[R5.4.2-i] The Cloud shall be able to reject non-valid or incomplete transactions.

[R5.4.3-iii] The Cloud shall have recovery protocols in place in an event of server crash.

[R5.4.4-ii] In case of heavy incoming requests, the Cloud responses shall be delayed but does
not fail.

5.5 PERFORMANCE REQUIREMENTS

[R5.5.1-i] The Cloud shall be able to receive transaction records from the Embedded System in
real-time.

[R5.5.2-i] The Cloud shall be able to create verified transaction records instantaneously.

[R5.5.3-i] Subjected to the network connection, the Cloud shall be able to allocate rewards to
customers’ phones within seconds.

[R5.5.4-ii] The Cloud shall be able to match available resource to incoming requests.
[R5.5.5-iii] The Cloud utilizes asynchronous architecture to achieve high-performance [9].

[R5.5.6-i] The Cloud requires data network for receiving requests and serving data.

5.6 USABILITY REQUIREMENTS

[R5.6.1-i] The Cloud shall have a visual dashboard to modify data records

12
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6 MOBILE APP REQUIREMENTS

6.1 SYSTEM OVERVIEW

This is a high-level system overview for iOS app and doesn’t represent the final
structure of the system. It is merely a starting point and will be adjusted as seen fit
during the development of the project.

Business A
Business B Wallet View Card View Process of
transaction
Business C
Fj Show
transaction —
result

Figure 4: High Level IOS App architecture

6.2 GENERAL REQUIREMENTS

[R6.2.1-i] All development of the iOS application shall be done with IDE XCode version 9.1.1 or
newer on a Mac OS X machine.

[R6.2.2-i] The application shall be coded with Apple’s latest and greatest Swift programming
language.

[R6.2.3-ii] The application shall only be compatible with iPhone 6, iPhone 6 Plus, iPhone 7,
iPhone 7 Plus, iPhone 8, iPhone 8 Plus, and iPhone X. All devices require an active
internet condition.

[R6.2.4-ii] The application shall only be compatible with devices on iOS 10 or later

6.3 SAFETY AND SECURITY REQUIREMENTS

[R6.3.1-ii] The app shall not have any malicious code embedded or programmed in such a way
that can be used maliciously [3].

[R6.3.2-i] The app shall not include content that is offensive, inappropriate, and abusive [3].

13
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[R6.3.3-i] An encrypted file system that can be enabled to prevent data on lost [3].

6.4 STANDARDS

[R6.4.1-i] The app must follow the guiding principle of the App Store to provide a safe
experience for users to use. User interface of the app shall follow iOS Human
interface guidelines [4].

6.5 RELIABILITY REQUIREMENTS

[R6.5.1-ii] The app must automatically inform developers in the event of a crash.

6.6 PERFORMANCE REQUIREMENTS
[R6.6.1-i] The app shall use power efficiently or generate excessive heat [3].
[R6.6.2-i] The app will request a reward in the background and then update in real time.

[R6.6.3-ii] The app must have smooth animation transitions.

6.7 USABILITY REQUIREMENTS
[R6.7.1-i] The app shall provide register page for users to sign up.

[R6.7.2-i] The app shall be able to show all the company cards in Wallet View after users sign
in.

[R6.7.3-i] The app shall be able to read NFC data.

[R6.7.4-i] The app shall be able to send requests to cloud system to assign record to users.
[R6.7.5-i] The app shall be able to process transaction in Card View.

[R6.7.6-i] The app shall be able to show the record of the transaction.

[R6.7.7-ii] The app shall be able to generate QR code for scanning.

[R6.7.8-iii] The app shall have push notification sent from businesses to inform promotions.
[R6.7.9-i] The app shall be able to show the total reward for each company card.

[R6.7.10-iii] The app shall be able to perform mobile ordering.

14
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7 SUSTAINABILITY SAFETY

In addition to primary goals determined for this project, RewardWallet dedicates to
develop a sustainable product. The prototype and final product produced by
RewardWallet aim to have zero waste as required by Cradle to Cradle Design [5]. The
reuse helps us to minimize the impact of the material on the environment after the life
cycle is over. After producing our first prototype, we will assess the rest of the
components and split into two categories: components that can be reused for final
product and components that are required to be recycled. Reuse of wires is a feasible
approach in Cradle to Cradle Design that could have less negative impacts on the
environment. We will accept any RewardBeamer system components that fail or break
so that they do not end up in the landfill. RewardWallet will also use this strategy after
developing our final product.

On the other hand, our intention is to prevent critical safety risks to end user. To achieve
this goal, we focus on minimize the harmful impact of the product by mounting no sharp
edges on the RewardBeamer. The hardware components shall be secured properly to
prevent loose components. RewardWallet will also ensure the voltage that used for
powered device follows Electrical Utility Safety Rules [6].

One of the benefits of using a Raspberry Pi microcontroller is it can be easily
programmed or repurposed for a new cause in the event that a business chooses to
cancel their RewardWallet subscription. Not only can the Raspberry Pi be factory reset
and given to a new business, but it could also be donated to one of many charitable
organizations that use Raspberry Pi’s to teach programming to young students; thus,
preventing the microcontroller from being sent to any landfill.

Moreover, the chosen of cloud server is also a green solution. From a resource
efficiency perspective, less equipment is needed to run workloads, which proactively
reduce data center space and eventual e-waste footprint. The pay-per-user of cloud
based encourage user to only consume when they need. Renewable energy resource,
design for environmental policies, and environmentally sound end-of-life are three
dimensions that will maximize the contribution of cloud computing [7].

15
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8 SYSTEM TEST PLAN

8.1 EMBEDDED SYSTEM

Initial testing of the embedded system will primarily focus on stress testing. While there
will also be some basic unit testing to simulate responses from the Cloud Server and
Mobile App, a focus will be put on reliability. It is important that under heavy and
prolonged use the system does not fail due memory overflow, system overheating or
thread locking. By building scripts that will cause the system to run indefinitely in a loop
these peak use cases can be analyzed to determine if there are any potential problems.
Once reliability has been established the focus can be shifted to performance. Using
real responses from the Cloud Server and Mobile App integration testing can begin to
test for any timeout issues, failed network requests or failed NFC data transfers.

When we have ensured reliability and performance of the system and corrected any
bugs the last step is to test the system with real users. It is important to test the usability
to see if we have made any incorrect user experience or interface assumptions. The
goal would be to determine if a user can accurately and effectively complete the action
of tapping their phone on the embedded system to collect a reward. We hope that users
will walk away enjoying the simplicity and satisfaction with our product.

8.2 CLOuD SERVER

All units of the Could Server will be tested before conducting integration testing. They
include stable connections to the NGNIX Web Server, successful executions of the
RewardWallet API, and maintainability of the MongoDB Database. Then, test clients will
be created to further test the communication between clients and server. A test
business client can request the creation of a transaction record from the Embedded
System after a purchase is made. The Cloud Server will serve such request and send
the transaction record reference back. At this point, developers are able to verify on the
server that the correct transaction record is made. Communication between mobile user
and the server can then be tested by verifying that the same record match the one that
is assigned to the mobile user.

To guarantee that the Could Server maintains functional under heavy load, load tests
are to be performed on the production version of the Cloud Server. Automated test
scripts will be written for the purpose of mimicking multiple business and customer
clients. Multiple API requests are sent to the server. Tests will expose any issues
related to create, update and read operations. Appropriate fixes will then be performed
to ensure efficiency of the Cloud Server.

16
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8.3 MOBILE APP

XCode features a built-in unit test framework since the release of XCode 9 and latest
Swift. Unit testing will ensure that every single API in the app’s ecosystem will pass
under every possible scenario without crashing. It will also ensure that all the features
listed in the above requirement are working as expected and allow us to validate our
method and make any adjustments if necessary. Unit testing will also ensure that all of
the functions will work fine separately from each other before integrating the whole
system. Unit testing will be performed throughout the entire development process
whenever a new function is added to the project to ensure that integration of new
functionality breaks nothing.

For our mobile app to be as user friendly as possible, we plan to have user acceptance
testing for our final product. Users will make some purchases with our RewardWallet
solution and earn rewards for each transaction in different business. Users will verify the
transaction is made correctly and the reward points shown on the mobile app are
matched with the record in the cloud server.

17
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9 CONCLUSION

In conclusion, the RewardWallet system is composed of three main subsystems.
Namely, the Embedded System, Cloud Server and Mobile Application. Each subsystem
is comprised of their component-specific requirements. The system emphasizes on the
functionality that it is dynamic and scalable to any business.

As aforementioned, communication between subsystems is important to the success of
the RewardWallet system. The Embedded System is equipped with the capabilities to
perform network requests for initiating transaction and transmitting records through NFC
and QR code. The Cloud Server not only enables business clients to execute their
customized distribution models, but also allocate appropriate amounts of reward points
to customers. The Mobile Application elegantly displays the custom reward points from
different company cards. Security requirements are also discussed in detail as the
system contains highly sensitive information for both the business clients and their
customers.

For clarity of the functional specifications for different stages of the project, each
requirement is identified with priority levels. Core requirements are to be completed for
the prototype, while production requirements are to be completed for August 2018.

18
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10 GLOSSARY

API: Application Programming Interface, is a set of instructions or protocols.

HTTPS: Hypertext Transfer Protocol for secure communication over a network.

RESTful: Representational state transfer web services architectural design protocol.

RewardBeamer: An embedded system running a small API that can be used to control reward
allocation through its NFC module.

Distribution Model: The customizable model businesses can tune to determine how they wish
to give rewards to customers; for example: cash back of 5% or 10 purchases for a free item.

POS: Point-of-Sale, referring to the instance a transaction takes place between a business and
a customer.

Cloud Server: A logical server that is build, hosted and delivered through a cloud computing
platform over the internet.

Embedded System: Combinations of hardware and software that perform a specific function
within a larger system.

NFC: Near-field communication is a set of communication protocols that enable two electronic
devices to establish communication by bringing them closer of each other.

Prototype: A first preliminary model of something.

QR Code: the trademark for a type of matrix barcode that is a machine-readable optical label
contains information about the item.

19
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APPENDIX | - PRESENTATION DEMO PLAN

During the ENSC 405W poster presentation in April 2018, three different use case examples will
be demoed. Each use case will simulate different businesses each with their own distribution
model. This will show the robustness of our system and how it can be adapted to any business.

In each scenario, a test user will be presented with a phone preloaded with a reward card for
the business. Using a laptop to simulate a POS a HTTP POST request will be sent to the
RewardBeamer which will allow the test user to tap the phone on the NFC tag to collect
rewards.

SCENARIO A

In this scenario the business is a small coffee shop. They have decided to integrate
RewardWallet into their business and have decided to go with the cash back distribution model
of 5%. They chose this to promote that buying a more expensive latte should yield more points.

Distribution Model: Cash Back - X% of each transaction appears as points to the
customer.

Given the 5% cash back model, if the HTTP POST request indicated the transaction amount
was $3.63, the test user should expect to see an additional 18 points added to the digital card.

Table 1: Cash Back model example

Distribution Model Transaction Amount Reward Points
5% Cash Back $3.63 18
SCENARIO B

In this scenario the business is a small pizzeria. They have decided to integrate RewardWallet
into their business and have decided to go with the purchase-based distribution model of 1
point. They chose this as they wanted a simplified system where after 5 purchases customers
could enjoy any pizza for free.

Distribution Model: Purchase Based - X points will be given to the customer for each
transaction.
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Given the 1-point purchase based model, if the HTTP POST request indicated the transaction
amount was $14.23, the test user should expect to see an additional 1 point added to the digital
card. It will then be shown that a transaction amount of $18.45 will also yield only 1 reward
point.

Table 2: 1-Point / Purchase model example

Distribution Model Transaction Amount Reward Points
1 Point / Purchase $14.23 1
1 Point / Purchase $18.45 1

SCENARIO C

In this scenario the business is a large grocery store. They have decided to integrate
RewardWallet into their business and have decided to go with the quota based distribution
model of 25 points for every $250. They chose this as they wanted to digitize their “$25 gift card
for every $250 spent” flyer ad.

Distribution Model: Quota Based - X points will be given to the customer if they
purchase $Y or more.

Given the 25-point quota based model, if the HTTP POST request indicated the transaction
amount was $204.93, the test user should expect to see no additional points added to the digital
card. It will then be shown that a transaction amount of $268.45 will yield 25 reward points and
$512.76 will yield 50 reward points.

Table 3: Quota Based model example

Distribution Model Transaction Amount Reward Points
25 Points / $250 Purchase $204.93 0

25 Points / $250 Purchase $268.45 25

25 Points / $250 Purchase $512.76 50
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APPENDIX Il - ENGINEERING STANDARDS

The Embedded System will comply with the IEEE Std 1003.13 standards for portable
Realtime and Embedded Applications [10].

The Embedded System and mobile device will comply with the IEEE 1625 standards for
Batteries in Mobile Computing Devices [11].

The standards ensure safety of the system devices under environments.

The Cloud Server will comply with the IEEE Std 2410 standards for Biometric Open
Protocol [12].

The standards ensure security regarding cloud communication with devices.

The Cloud Server, Embedded System and mobile application will comply with the IEEE
802.15.5 standards for Telecommunications and information exchange between
systems [13].

The standards ensure security of component communications using wireless networks.
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